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How Should Enterprises Conduct Personal Information Protection
Compliance Audits under the New Released Regulation?
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On February 14, 2025, the Cyberspace Administration of China issued the Administrative
Measures for the Personal Information Protection Compliance Audit (hereinafter referred to
as the "Measures"), which will officially come into effect on May 1, 2025. The Measures
aim to further implement the personal information protection responsibilities of personal
information processors and enhance the risk control and supervision of personal
information processing activities through detailed provisions on compliance audits.
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This article provides a Q&A analysis of the compliance audit requirements under the
Measures to assist enterprises in understanding and implementing personal information
protection compliance audits.

I % «INE» BAEHLE T pA?

What are the specific provisions of the Measures?
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Personal information protection compliance audits refer to the supervisory activities that
examine and evaluate whether personal information processors comply with laws and
administrative regulations in their personal information processing activities. In 2021, the
"Personal Information Protection Law of the People's Republic of China" (hereinafter
referred to as the "Personal Information Protection Law") first introduced the concept of
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"personal information protection compliance audit."
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To effectively implement this system, the Measures provide detailed regulations on the
conduct of personal information protection compliance audit activities, the selection of
compliance audit institutions, the frequency of compliance audits, and the obligations of
personal information processors and professional institutions in compliance audits, aiming
to provide operable standards for compliance audits.

I EREESLT, b S4STTREENA B BRIPEEMH L ?
In which cases should enterprises carry out personal information protection
compliance audits?
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The Measures apply to all organizations and individuals conducting personal information
processing activities within the territory of the People's Republic of China, except for state
organs and organizations with public affairs management functions.

AVAE TR IETE T A T3 i Wt
Enterprises must conduct mandatory audits in the following circumstances:

A BT REHAE
Conducting compliance audits on their own:
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Personal information processors handling personal information of more than 10 million
people should conduct at least one personal information protection compliance audit
every two years.

B RAEBR BAEAN NMB R, B2 BATEE e L WAV RAE 0 AP R AR A N5 B
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Entities that process minors' personal information must conduct an annual personal
information protection compliance audit of such processing activities. The audit may be
performed internally or commissioned to a professional institution.

B. RKIRIFERITERIT Ra M E I
Conducting compliance audits in accordance with the requirements of the Protection
Department:

JBATA NG RIS CRARBRAEBI]) TERATERST, RBUN RIS AT LLEE
RAR M ZEHE L AU HA NAE BALHR TG S T A MLHT T
When the department performing personal information protection duties (hereinafter
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referred to as the "Protection Department") finds the following circumstances in the
performance of its duties, it may require enterprises to entrust a professional institution
to conduct a compliance audit on their personal information processing activities:

1. RIS NAE BRI S BAF L™ R A AR B ™ Bk 2 22 4 it 25 B0 R XU ) 5
When it is found that the personal information processing activities pose significant
risks to personal rights and interests or seriously lack security measures;

2. MANEEABEIN TR F RS A NRIALGRHY
When the personal information processing activities may infringe upon the rights
and interests of a large number of individuals;

3. REMNNFBEZESHM, 100 75 AL EAAEESHE 10 75 AL EHEAN AFE
s B Bk B,
When a personal information security incident occurs, resulting in the leakage,
tampering, loss, or destruction of personal information of more than 1 million people
or sensitive personal information of more than 100,000 people.

B TEAN . HAlA NG B AT 5 2 g R AL B N5 BB YE . 1T
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In addition to the above specific circumstances, other personal information processors
should also regularly conduct compliance audits on their personal information
processing activities in accordance with laws and administrative regulations, but they
may reasonably determine the frequency of compliance audits according to their own
situations.

HITFREMH IR, 4ol NHERmRSHEm?

What should enterprises note when conducting self-initiated compliance audits?

AT R AT, Al m DU BN LG B AT, T LR WA T
When undertaking compliance audits internally, enterprises may either conduct such audits
through internal departments or commission accredited professional institutions to perform
the audit activities:

A.

Al AR B 47T J A HL AT R TR Y
Key considerations for in-house compliance audits conducted by corporate internal
departments
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While the Measures do not specify detailed requirements regarding the composition of
internal departments or audit protocols, cross-referencing with other relevant standards
suggests that internal audits should adhere to six fundamental principles: legality,
independence, obijectivity, comprehensiveness, impartiality, and confidentiality.
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Iv.

Particular emphasis must be placed on independence, that is, audit personnel shall
recuse themselves from reviewing business operations under their own responsibility
and remain institutionally separate from the personal information processing activities
being audited.

VIR S <Ipiy BHE <A NEERIPEIETHETD  (BUFRR® <3830 ) $5)
P P % 00 B A T e P S A T 31

Enterprises may also refer to the key review items listed in the annex of the Measures,
the "Personal Information Protection Compliance Audit Guidelines" (hereinafter
referred to as the "Guidelines"), when conducting internal audit activities.

AT T WAV T J S WL AT R TR Y 0
Key considerations for commissioning external professional institutions to conduct
compliance audits

WA AU FE T AU TF RS AU E T, 0 2 B DR IZAT LA b 24 BA I R S L THI RE T
A ERSAHE T AR TR &g &%, BRIES ML, BFE—%k
MU B H R [l — & T 5T A RIELL AT — X R N, ez
FE)5 . SAVA ] FHREZAEH AU TT R 1

If an enterprise intends to entrust a professional institution to conduct a compliance
audit, it should ensure that the institution has the ability to conduct compliance audits,
with audit personnel, premises, facilities, and funds commensurate with the services,
and ensure the independence of the audit, that is, the same professional institution and
its affiliated institutions, and the same compliance audit person in charge shall not audit
the same object continuously three times. Furthermore, upon acceptance of the
entrustment, the institution shall not subcontract the audit to other institutions.

IME» SRR R T AU IAE B E AR S — o 0l 3 — i BT LA R
LA EFINER T Uagim st —P o) o bl BT EN NG SR
BT E 2 LSRR 56 R A0 255 i el At e AT UG T IR R A W T AR

The Measures "encourage" relevant professional institutions to obtain certification, but
currently, there is no website or list available to query which professional institutions
have certification qualifications (which may be further improved in the future).
Enterprises may independently select law firms or other professional institutions with
professional knowledge and experience in the field of personal information protection
compliance to conduct entrusted audit work.

KRR TEORIT RS H N, b S BT IRLL Yk E Y 55°
What legal obligations should enterprises fulfill when conducting compliance
audits in accordance with the requirements of the Protection Department?

PSR RIS I IER 31T, A% WAV I ST TR LB R, R T
o

Provide support: ensure the normal progress of the compliance audit, provide
necessary support for the professional institution to conduct audit work, and bear the
audit costs.
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B. BERACHMA T RO BRI EORE E T AT, FERR E I ] N 58 oA AL s
THOLE ZH, ST LUE MK
Select the entrusted institution to complete the audit: select a professional institution as
required by the Protection Department and complete the compliance audit within the
time limit. If the situation is complex, it may be extended with approval.

C. HEMA IR TEERAME TG, K2 WU B NG BRI AL TR & 0%
ORAPERIT] . FEIRESR L I R e T80, YERE e s 15 N TAEH N, RRIHERIT]
AL DR o
Submit the report and rectify: after the completion of the compliance audit, submit the
personal information protection compliance audit report issued by the professional
institution to the Protection Department, rectify the problems found in accordance with
the requirements, and submit a rectification report to the Protection Department within
15 working days after the completion of the rectification.

V. BRI, Rl RS ST B R R

What enterprise activities are subject to priority scrutiny in compliance audits?

fifE <HR51> S5EIeHi E Wl AR NG BRI SRR EENL, B S NG BTG S &k
PESERE. ACBRRLINE B B« RS BALTE S5 % 26 TE SN A, WA FLE T TAEAT T AR B
41k

The annex Guidelines, in conjunction with previously promulgated laws and regulations on
personal information protection, systematically organizes and elaborates compliance audit
requirements by centering on 26 key areas such as the legal basis for personal information
processing activities, transparency of processing rules, and handling of sensitive
information.

A NG BB S Rsm hp), MRIEIETH S8 N AE BRI 1 R BERBLIEEE 25 5 i
EY . BRI R Tl ZANESARES R W E LE 2 —, FEFE
IS BB E " St B\ ) 8 A B AN R HR A 10 B AN NE R E BT, Wi Lk
=M AL .

Taking the cross-border transmission of personal information as an example, according to
the previously issued "Personal Information Protection Law" and "Regulations on
Promoting and Regulating the Cross-border Flow of Data," data export should at least meet
one of the three compliance mechanisms of "security assessment, security certification, or
standard contract," and it is also clearly stipulated that in circumstances such as
"iImplementing cross-border human resource management" and "cumulatively providing
personal information of less than 100,000 people," the above three export compliance
mechanisms may be waived.

MFH <850 P REEE RS AT, RETHERME, ZORAEE T E
A SR AR BN RS 5 25 A I R AR B AL B . TER R TE T R A Rk AL E R
WY A RATAIESRR S [R5 FALH] o

The data export compliance review items listed in the Guidelines are based on the above
regulations, requiring priority scrutiny in the compliance audit of whether different types of
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data processors, such as operators of critical information infrastructure, have taken
compliance mechanisms such as security assessment, security certification, or standard
contract in accordance with the law under different circumstances.

VI RAREETT AP 4l v ge T I W e Ak 77 ?
What penalties may enterprises face for not conducting compliance audits in
accordance with the law?

<Ipigy FE, RAREFRERFTTR, KXol i 2 ZFEr £ AR R <N AEBR
Py« <BBARLAAEHSED SEAEN I TR
The Measures stipulate that enterprises or professional institutions accepting the
entrustment that do not conduct compliance audits in accordance with the law will be dealt
with in accordance with the "Personal Information Protection Law," "Network Data Security
Management Regulations," and other laws and regulations:

1. fTBAbT
Administrative penalties

RAWIE, STV ESE, BBGEERG. BT ER, TR THC FEE E—4F
BEE WG 73 2 TLLLU R 31K, 5T 4R R 55 B 5 B @A S8 )
BAH R 55 1 T BOE AED LU X BT B A R M B RESE R AT
JEbl E—E LR K, JEAT Dl 25 1k HAE— e BRI AEAEAR R AR B S R g
B BEBN BRI NG BRI

Order corrective actions, issue a formal warning, and confiscate illegal gains. In cases
of severe violations, a fine of up to 50 million yuan or up to 5% of the previous year's
turnover may be imposed; the relevant business operations may be ordered to suspend
or cease for rectification, and the competent authorities may be notified to revoke the
relevant business permits or business licenses. The directly responsible supervisors
and other liable personnel shall be fined between RMB 100,000 and RMB 1 million, and
may be prohibited from holding positions as directors, supervisors, senior management,
or personal information protection officers in relevant enterprises for a specified period.

2. fERIXEL: REMEIC NGBS, HFLUAR.

Credit risk: Recorded in the credit file and publicized in accordance with the regulations.

3. MEJUSERY, RIEBFNFETE
If a crime is constituted, criminal responsibility will be pursued in accordance with the
law.

VIL LB B, A FREE- A T O L e e T AR
What preparatory work do enterprises need to do for compliance audits at this
stage?

1. Z5EMHE G5 IS E U E T H B, el A ERE N AR k55
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LT W KBS NAE BACTR IS, SR AT REAF LR A XU Ko I 7 ST 4 T 2
B, B NIE BRI R A MU R BRI N AR N #E1E R

In combination with the various compliance audit review points listed in the annexed
Guidelines, comprehensively sort out the personal information processing activities
involved in the enterprise's internal personnel management, business operations, and
other aspects, identify potential risk points, and establish written management systems
when necessary, incorporating personal information protection and its compliance audit
system into the enterprise's internal control system.

2. GEFHEAWMALEL. WHEFER. MPANBREURFER R, AN . AN
BN 224N ¥E:55 BN S5 BA H AN A5 B R IPRE 5% %l RE 1 B T A e IR H i A
7, HHLEERTRE
Comprehensively considering factors such as the enterprise's organizational size,
business types, and the quantity of personal information, form an internal audit team.
Audit personnel may be selected from teams with audit or personal information
protection-related professional capabilities, such as internal audit teams, security teams,
and legal teams, and pre-audit training should be organized.

3. XFALEE 100 5N LLEA AE BB, BRYFEEAN NME BRI RSN, AREG T
TAE,
For enterprises processing personal information of more than 1 million people, a
personal information protection person in charge should be designated to be
responsible for the compliance audit work.

4. HRPEAL A NG EACBRE BRI S5 U, &P E S L THRYSIER , W2 A RSN

LA BT IS BT AR . B BUR R S WL TR R T AR . DL I Ry
HE,
Reasonably determine the frequency of compliance audits based on the enterprise's
personal information processing volume and business scale, and if necessary, entrust
external professional institutions to conduct independent audit work. It is recommended
to form a written compliance audit report and keep it on file for review by the regulatory
department.

WA SRS, ERR:

If you have any questions about this article, please contact us via:

Bt e, BATEIRA
Erex Chen, Managing Partner
Tel: +86 21 68556511

Email: erexchen@mylinklaw.com
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