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Interpretation of Compliance Obligations under the Regulation on Cyber Data
Security Management
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Preamble

(MEEIRLZEEESFM) (LUTERR (FA)) T 2024 5 9 B 30 HIEZURM, FHI§T 2025
F 1 A 1 BRERNET. X—TBIERILA (NBREE) (BUEZEE) fl (N ABRRIFIE)
1R LLEAE, SZHEMR T RENESHREL S EMERNET.

The Regulation on Cyber Data Security Management (hereinafter referred to as the
“‘Regulation”) was officially issued on September 30, 2024 and will come into force on
January 1, 2025. This administrative regulation is based on the Cyber Security Law, the
Data Security Law and the Personal Information Protection Law, which together constitute
the backbone of China's cyber data security legal system.

I WREEATASER (SRBU) ROFREI?

Activities subject to the Regulation

(DEFESERFRMEEENE RN A S & TR,

Carrying out cyber data processing activities in China and its safety supervision
management;

QERIMMBIRERERAANAGEERED, BFS: LIEERBAANRSREE RS HE
By, BaSRoiT. THERRBRARMTA, BoEE. [TEGEIERESH,

Activities involving processing personal information of natural persons in China from
abroad, and meet the following requirements: the purpose is to provide products or
services to domestic natural persons, or involve analyzing or evaluating the behavior of
domestic natural persons, or other circumstances specified by laws and administrative
regulations;
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QMERINTRWESEIEGIE RS, BIRETEERTE. AHA@mEELR. BRGENE
AY.

Carrying out cyber data processing activities outside China that damages China's national
security, public interests or the legitimate rights and interests of its citizens or organizations.

Il SHEARMEEIEGIES, (F6)) METMESHINS?

Compliance obligations imposed for different cyber data processors under the
Regulation

R (50D, RWBEUENEE, BiefENEEIRME R B ERELIEBAIFIE SR
TA B, ZENRHMEENHIEFHNEERAIREYE, ST EESSEELNIER
AR EARZERNRENS.

According to the Regulation, a cyber data processor refers to an individual or organization
that independently determines the purpose and method of processing in cyber data
processing activities. This definition highlights the processor's control and decisiveness

over the processing activities, and helps to clarify the responsibilities and obligations
between different entities involved in data processing activities.

ETHIREDRDEAIN, (K1) BRIIWSEIRMIEFNELE (—RAE] b, BN [P
ANERRIF] 11 [(EEHERZE] BN SETIA, RHEENEIARIREER, Lo, (FH)
g [(MBEHIEEREZEEE] 1 [(NEFEIRSREENS] METHIMISEENK,

Based on the rules of data classification and grading, in addition to the [General Provisions]
on cyber data processing activities, the Regulation also puts forward more special
regulatory requirements from the aspects of [Personal Information Protection] and
[Important Data Security]. In addition, the Regulation also provides additional regulatory
requirements for [cross-border security management of cyber data] and [obligations of
cyber platform service providers].

(1 "NABRRIP” BiE, RIRKER (R=E1) Zlk

Changes in the Regulation you should pay attention to regarding "personal information
protection"

(0 F=FFEXT (PABEEIFE) (e TERIIEE, EPEEXSTTHE
&

Chapter Ill of the Regulation focuses on reiterating and refining the provisions of the
Personal Information Protection Law, with noteworthy changes including:

374 EBTH

Provisions Main changes
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Article 21

AT AGRLIERN (BPEANEEFARRR “RAABER" FXMH) hEXFEFH
R, ISEHEENANERFEK:

New requirements on the retention period, collection and sharing of
personal information to the personal information processing rules (namely,
"privacy policies" or similar documents):

o (RIFEPRMELABERT, M =PRMAIRTFHABRAVIRETSIX,

If the retention period is difficult to determine, the method for determining
the retention period should be clearly stated;

o LABRESR Y ARSI R BN R EIENMEE IR AMESRRIEXER.
Making a checklist outlining the details of personal information collected
and provided to other cyber data processors;

c  EANAGRGCENNNISEFLATRR. ZThRAETERME,

It is emphasized that the rules for processing personal information should
be displayed publicly, easily accessible and placed in a prominent location.

F_PU%
Article 24

MERERR T AN ESREERCLIENIGS:
New scenarios that require deletion of personal information or
anonymization:

o REERENMRERAF (GIRINANCRZA) TiEERREFFFVENAE
BEERGEBIE NN ARSHTAGE,
The use of automated collection technology (such as the use of crawler
technology) cannot avoid the collection of unnecessary personal
information or personal information for which the individual’s consent has
not been obtained in accordance with the law;

c PATHEHKS

Personal account cancellation

F_TREK
Article 25

MLITE “PABREBIERIN MBS,
Clarify the conditions that must be met to exercise the "right to request the
transfer of personal information".

FE K
Article 26

BBiRIRAR RIRE(E SR RIRIE

Clarify the channels for domestic representatives to submit information:
EANEBEENEIM AGREZE N AERRRII L WEEEENER, 55
KGRI BFREERRIVER . KRS UFRELEFIEMIR KA RISER 1,
Foreign personal information processors subject to the Regulation shall establish
special institutions or designate representatives in China and report the name of
the relevant institution or the name and contact information of the representative to
the local municipal cyberspace administration bureau.

F %
Article 27

SRACMIEEIRA RS ERIHIT S M ETRIER,

Strengthen the requirement for cyber data processors to conduct regular
compliance audits.
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BHIE | (FH) BRNAGCEXREZLIRASAELEIME:

Article 28 The Regulation raise the threshold for identifying important data related to
personal information.

M 100 F1EF79 1000 5, FHUELLE 1000 5 ALLENASEHIREEIEMEE IR
NOEFXS BB LRV EEFHAIIE.
The threshold is raised from 1 million to 10 million, and cyber data processors

handling personal information of over 10 million individuals must also comply with
regulations for important data processors.

IR A?
What should you do?

o ZETWHENEFABRFNAEELEMUESHS (5O X,
Verify whether the privacy policies and similar rules of your company are consistent
with the new requirements of the Regulation.

o MFEA—HEBERIL, RETLLXT (&A1) PREINE (EHEMESENK) Bl
NARE, FULNH. BERIGTUHITAF.
If there are inconsistencies or omissions, promptly refer to the relevant provisions in
the Regulation to update its privacy policy.

Quirk "EEHERE", EIVBMLESHINSS?

Compliance obligations in relation to “critical data security”

IR (501 e, EELEREREWE. FEfHr. HFEXEEE LR —EREFMME,
—BEREN. BiA, HESEIEARN. IBEEFAR, JREEEEERTE. BT,
HSISE. ARERIIREEEE. ALt, SRR EEZRIE™SRE.

According to the Regulation, critical data refers to data that, due to its specific field, specific
group, specific region, or certain level of precision and scale, may directly threaten national
security, economic operation, social stability, public health, and safety if altered, destroyed,

leaked, illegally accessed, or misused. As a result, processors of critical data are subject to
stricter regulation.

BEEHIEGMEERNEENSEAE:

The main obligations of critical data processors include:

374 FENSHE

Provisions Content of the main obligations
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F=1%
Article 30

M =R SRR 2 B AMMEEE L S BRI,
The person in charge of cyber data security and the cyber data security
management agency should be clearly defined.

(&A1) BN LA EETIMNSRE, MUREEGEAREERERIEHAL.
The Regulation also details the responsibilities of the above-mentioned security
management agency and the job requirements for the person in charge of security.

F=T—%
Article 31

R, EEE,. HEMCESELSEER, NIHTXEITHE (BT ETEEERER
HBIEENSSHIBRIN)

Risk assessment should be carried out before providing, entrusting processing, or
jointly processing critical data (except for those fulfilling statutory duties or
obligations).

(&6 FEERRIE T DAKEIHMEHNERIHMERS.

The Regulation also sets out the key assessment elements for such risk
assessment.

F=1"%
Article 32

EHEFHF. D3, . B-SFURrNEREEREM, NEREUEHERIEMEEL
EZe, FREETIXRE.

Where the security of critical data may be affected due to merger, separation,
dissolution, bankruptcy of the company, etc., measures shall be taken to ensure
the security of cyber data and reported to the competent authorities.

F=1=%
Article 33

N EFFREXNEMESERMIEESNFRXRTE, AREETIRRE.

Risk assessment of its cyber data processing activities should be conducted
annually and reported to the relevant authorities.

(501 BRMET DRXBEITHER SN EERNRNE.

The Regulation also stipulates the contents to be included in such risk assessment
report.

(3) (1) 7 “BIBRISRLEE BWLSTHIE?

Special provisions in the Regulation on “cross-border security management of data”

(%6)) FLhEMTEBXNELIEERLEEENEXEK, HPEEXINEENES:

Chapter V of the Regulation sets out the relevant requirements in relation to cross-border
security management of cyber data, of which the main provisions worth noting include:

34 FERS
Provisions Main Content
F=THEK | PAERHIR:

Article 35 Cross-border transfer of personal information:
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ARG SR HIRRY) \FRIEHZ -

enumerating eight scenarios for lawful data cross-border transfer, including:

o EIYERMGEERJERNEIRELIRZ SIS,
o IRIRERMNEER JHMEL T UNIHI TP NESELRIFIAILE;
o FEEZRMEEN IFIENXT T AERHERESEIRE,
® NI, BITTAFA—EEEARERE, HERRIMEHRIAGR,
o IERIKEHIENSHIEHEFKESTT NSRS EEERANERER,
HRRAEINMERRTAGR,
NEITECIARHEEENSS, HRARIMERDIAER,
ZRER FTARIPFEAANE SRR 22, BRRRIMEETNAGR,
AR, ITBENEE ERMIEER e E SR,
® Passing security assessment of data cross-border transfer organized by the
national cyberspace administration;
® Obtaining personal information protection certification from professional
institution agencies in accordance with the regulations of the national
cyberspace administration;
® Following the provisions of the standard contract for personal information
cross-border transfer formulated by the national cyberspace administration;
® Providing personal information to overseas parties in order to conclude and
perform a contract where the individual is a party;
® Providing employee personal information abroad for cross-border human
resources management in accordance with labor regulations and collective
contracts;
® Providing personal information abroad in order to perform statutory duties or
obligations;
® Providing personal information abroad in order to protect the life, health and
property of natural persons in emergency situations;
® Other conditions stipulated by laws, administrative regulations or national
cyberspace administration
F=t1tt. | EEHELNEA:
=)\ | Cross-border transfer of critical data:
Article 37 | NBE#UELHIRRZSIHE, BEd T2 iR B REERITHGE A EE,
:gd Article Data export security assessment should be passed, and the exported data which

pass through the security assessment should not exceed the scope specified in the
original assessment.
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(4) (61 WMEESRSREEIRHPLER?

Requirements in the Regulation for internet platform service providers

(01 RIRFENEHBMNEFTEIRSREENS, FNET —RNETFERSERE. X

AR EIRS IREERIZENNS.

The Regulation set up a separate Chapter VI to clarify the obligations for internet platform
service providers and stipulate the responsibilities and obligations of general internet
platform service providers and large-scale internet platform service providers respectively.

374 EFERS

Provisions Main Content

FEU+5 | HEKNEEERGSEMSE, IUIRFER app FUERERRIKEETE, NABREARSIE

Article 40 Clarify the subject responsibilities to be borne by internet platform service providers,
as well as producers of smart terminal equipment with pre-installed apps

FEU+—5% | HRNARERD KRSHINEESIRSREEMAENSMNSS

Article 41 Clarify the compliance obligations of internet platform service providers engaging in
application distribution services

FEO+=. | BAMEZEESRSERESNEMSANS

I+=% Emphasize other compliance obligations for internet platform service providers

Article 42

and Article

42

Sz | Y CARRETE” (EHENNRER, BERAARRETARRRNEEAIY

M+x%. |5

A While defining “large internet platforms”, the legal compliance obligations that large
internet platforms should bear are emphasized.

Articles

44-46 and

Article 62

(5)MILEERA IR EHE RFIE R — AR IE X S5

General obligations imposed for cyber data processors

(FB) BB EEIRLIEZ(FH—RMENSHE, 8E:

Chapter Il of the Regulation also stipulates general obligations for cyber data processors,
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including:
%X FERE
Provisions Main Content
FI\K BRFREE I F IR AMREIRERERD, FEIERARIIEEARIIR
Article 8

Explicitly prohibit illegal cyber data processing activities and enumerate specific
prohibited behaviors

sz FELZEHE. RRENKE, BEREEERETE. AHFIER, NHE 24 /NTAM
Article 10 BXEEI MRS

If there are risks such as security defects and loopholes, which may endanger
national security and public interests, they should be reported to the competent
authorities within 24 hours.

BFH—% BURENEHIELZEFMHNTAR, EREZEFMHN, RISREGERA RS

Article 11 Establish and improve emergency response plan for cyber data security incidents,

and take timely measures and report in the event when security incidents occur.

BHTH IR MR ETENIEE IR M. SRR AGENERSIEIRINEEEX

Article 12 Clarify the specific law requirements when providing other cyber data processors

with or entrusting other cyber data processors to process personal information and

critical data
FT=% BRAERTEHENS

Article 13 Emphasize the obligations for national security review.

HHIus SRR ARSI R B E R RS AN S5

Article 14 Emphasize the obligations of cyber data recipients in the event of data transfer

FE+RET | AEFRTX. XREREMIRBEEERIERSIIRRNEEERK

T Specific legal requirements when providing services to state agencies and
Article 15-17 | operators of critical information infrastructure

. ER (KA1, EIVeIEEmmIGHLEEESE?

Legal liabilities in case of violation to the Regulation.

(&6 EEHEWENANSRRIFNERSEETES EIRE T BBV ERFAIXINT]
W, HMERBEREROYIE, BFES, RBUEEE, TR, ZSEEEXRISE. FIE
I, REAXRISIFANEEEMREESHR, WEEASNEEARMEMERESEARL
LBNSIRE. EFEIMSERZ T, ®llAIseH G 1000 FrtlA R, HEZRRARNE
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BEARMEMMERESREAREHEIG 100 HITLA TSI,

The Regulation puts a special chapter setting up liability clauses and corresponding
penalties for enterprises in terms of personal information protection and critical data
management. Possible liability includes ordering rectification, giving warnings, confiscating
illegal gains, imposing fines, ordering suspension of related business, suspension of
business for rectification, revocation of related business licenses or revocation of business
licenses, and imposing corresponding fines against directly responsible persons. In serious
specific circumstances, the enterprise may face fines of less than CNY 10,000,000, and the
directly responsible person may face fines of less than CNY 1,000,000.

MR FXBE A=, FEAER:

If you have any questions about this article, please contact us via:

BREFIE, HUTEKA

Erex Chen, Managing Partner
Tel: +86 21 68556511

Email: erexchen@mylinklaw.com

SKAEAR, 1R

Doris Zhang, Attorney

Tel: +86 21 68556500

Email: doriszhang@mylinklaw.com
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