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How to Recover Assets in case of Cross-border Email Scams?
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At the beginning of the artlcle, we set up a scenario: Your pharmaceutical company has a
long-standing partnership with a Japanese medical technology firm. Under your typical
transactions, your company sends the goods first, and after the Japanese company
receives and checks them (usually within five working days), they send over the payment.
However, after more than twenty days since your company shipped the goods, you haven't
heard back about any issues with the product quality or received the payment. When you
contacted the Japanese company, they claimed they had sent the payment ten days ago
and provided proof of the transfer. This is when you might realize you're facing a possible
scam but don't know what to do next...
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In cross-border trade, email scams using fake identities are increasingly common. This
article will analyze specific cases to explain the common types of cross-border email scams.
Our goal is to help businesses and individuals recognize these scams, and provide
strategies for recovering assets and legal remedies if fraud occurs.
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What are the common forms of email scams?
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Hackers intercept emails relating to payment to identify targets for fraud. They then
create a "fake email" account similar to the original sender's email (e.g., by using
similar-looking characters, adding or removing a few letters, or changing the email

suffix), and then mimic the email style of the trading partners to instruct the foreign
client to pay into their own account. Subsequently, the hackers withdraw the money.

JRHRFE “Zr BRHRAR”
Original Email "Fake Email"

GBIE=H,) (Typo deception)
Scarlett@163.com
Scarlett@163.com (=) (Adding/removing characters)
Scarlet@163.com
(EHEMBFE/EER) (Changing suffix)
Scarlett@I63.com
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5.

Hackers steal email passwords using technology to gain access and monitor business
communications. When the foreign client makes a payment, they alter the email

settings to reroute notifications to themselves. They then use the original email to
instruct the client to change payment details, unbeknownst to the victim.
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In cases we have encountered, to evade fund recovery, hackers may arrange for
overseas accomplices to simultaneously negotiate business with other domestic
enterprises ("Enterprise C") and obtain Enterprise C's bank account details. They then
use methods described in (a) or (b) to instruct foreign clients to directly pay funds to

Enterprise C, who then fulfills orders legitimately. The accomplices can thus defraud
Enterprise C without spending a penny.
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Compared to scenario (a) and (b), scenario (c) involves multiple parties and the presence
of an innocent third party (Enterprise C), making it more confusing and significantly more
challenging to recover funds.

Il. EBFEREAMISEMERZNE?

Why do email accounts get hacked?

a. (ERRFEAHEE, FEMERERE. AHEENMUEEHEERRREREZIRERY
Mg, EEAJLIGEEZEMmEEERREREIRSLEFR, SEUTRAETEEZ0RH,

Using free public email services poses security risks. These accounts are easily

accessed by hackers who can also create fake accounts with similar domain names to
deceive payers, making it difficult for payers to identify valid recipients.

b. REWMEXREMERITIEEMY. LRERMHEEEBIERHMERIINL, IISMEEIARNES
IR R IESHEES, MIHEAKRDHRSEHETEER.

Clicking on deceptive phishing emails can lead to malware installation or password
theft. Such emails often appear legitimate, enticing recipients to click on links or
provide email passwords under various plausible pretexts.

X LIARREE, WRARREMS, BABEN:

To address these issues, technically speaking, we recommend:

(1) EERREZH, tUNREFRERATME (FrlELEMRRNREFATHE),

RSBV ERTE, FRETEREUREE;
In international trade, companies should avoid using free public emails (especially

those with low security) and opt for paid business email services with strong security
features.

(2) ERAXIEFRRERFER TR RS T

Regularly update email passwords.

(3) EHIHITHRINADER, NEMERE, W "Bk "BMHliRdIEsR" "=EiRE"

&
=Jo

Periodically scan computers for malware and review email settings like automatic
forwarding, filtering, and blocking.

ItE5h, FNFBRSIELHR, WRAPERWERRERBFERREE, SEEEA
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ERZERRFHLIHITIEE.
It's important to note that if the use of insecure email results in a hacker attack and financial

loss for a foreign client, the client can sue for full or partial compensation. This is because
the company has a duty to ensure secure email use, and the client is not at fault.

. FoERiEiERERVENR, RISRENAIFRRSTEHE

Preventive measures to avoid email scams

bR DIRFTIR R AVIRFHIRFEERAZ 2, RIEFNING., PEEWIARTLARELA T EE
It

In addition to the aforementioned measures to enhance email security, based on our
experience, the following measures can be considered:

a. ESENEFEZESEATREN, MRRESLANT:, NISESEATREFREFEEHTE
M, BMERPNESNS CARYSEATRERENKEKS, BUEXKICHIRENH
EShEFBITEE,

Clearly state in contracts/orders that all payments must go to the agreed-upon

receiving account to ensure secure fund remittance. Otherwise any loss due to a
deviation should be borne by the client.

b. WNHHFZEMGIKARY, PEEWAIEINME AR SRR AN LIE AR TEBE A FHR 4
BT RIA, HRCARNR e,
If changes are needed, business contacts of the parties should confirm such changes

through a second confirmation via phone or other non-email methods to ensure
payment security.

HERTFRBhTEIERIR MY A EERE M PR EIRR, BT ERHERIERER
ERKEREIFRIXBL,

These measures not only protect clients from financial loss but also shield Chinese
companies from being sued after suffering financial losses.

Iv. BiBHBfEIFIR, EEEMEERIEFR?

Can funds be retrieved after an email scam?

JRELWIR, MRS FARRITIKAICR, RERRRERNGERE, B —ERSER

1otk .
\TA:

If fraud occurs, there is still a chance to recover funds if payments were directed to the
hacker's designated domestic bank account in China:
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1. REHRWCABEEEHFERRRITKSHIER
When funds are transferred to a bank account in China designated by hackers

(1) REERRIRITHREINFER S

Quickly contact the bank and report the police to freeze funds

EBiFRE, ENEPIE—HERREGURTENAERE, FRNRARIIRARSE
IERIBERUET. ARIAERERER, SEREERITERIISERENE, BBk
MESUHESERBITHTIEHRIE, LUGRIAREKS, .. RAMEFEANT K,
RAJge(RERITIKEEREmM, IMESHIERIT T N REAENFERE.

Upon encountering fraud, foreign clients can immediately contact the receiving bank to
freeze funds and simultaneously report to the police to apply for an urgent stop
payment. Upon receiving the report, or upon receiving report data forwarded by the
bank, the police will issue an urgent stop payment order to require the bank to
temporarily freeze the account. If the funds have been transferred to the next account,

efforts should be made to urge the bank to disclose the fund flow, facilitating local
lawyers to intervene and take corresponding measures.

(2) RERSEFL

File a civil lawsuit

MEEEIRFRNEMIZSEBINER, MRZRENEFEZTN, RERETER
RAS AN, NMEBERIATRARHERSR, SEaLESRERERA
LURIMRR., IFARRISE N R

With the rapid evolution of fraud methods and the speed of fund transfers, and
considering factors such as reporting time, the path of reporting cannot guarantee the
success rate of freezing funds. If recovery through the above methods is unsuccessful,

victims may consider initiating civil litigation to mitigate losses. The litigation options
include:

o (RGBS IREASBRZIF

Suing the recipient for unjust enrichment

sz, SLREN ANESREREHNTTAT, HTEEEEBEARMFEIR

BIEEARRIS AR, ZEABRNFKEEREBSE AR,
In such cases, courts often support victims if the recipient is a shell company controlled

by hackers since the recipient typically does not respond and lacks a legitimate basis
for receiving payments.

PR, TERUARSE | BRDFIERIBH c h, BTUWESSREFEELIRZXR, BES
FRURRLFANTE, (SR E—ERIMURXBL,

However, in the methods listed in Section |, especially scenario C, where the recipient
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has a genuine trading relationship with hackers, they tend to actively respond and
defend, posing a certain risk of losing the lawsuit for the payer.

o (INFRITIREREREF

Suing the bank for damages

EXRED— B FHA—NREFIREH, IERAR TR DIE RS FIRIERE
FTLULRAYENE. SRERERIMENR, ASRITEREANKE—ELHIRIRES
£, £TUE, MRS ERRITREFER SAYHBTIHRIESN, SRR RERX
IHELEE R4,

In a civil judgment issued by the Tianjin No. 1 Intermediate People's Court, the court
held that the bank's failure to assist in urgent stop payments and rapid freezing
measures, and suspected violations of relevant regulations, ordered the bank to
compensate the victim for a certain percentage of damages. Therefore, if the payer's
application to freeze funds is rejected by the bank, the payer should retain relevant
evidence for subsequent rights protection.

2. BREWCNEZIEEIFFERRRTIRSHIET

If funds were directed to a non-China based bank account specified by the hacker

ERARIRAVEIRZEAIF, BEHRERCANEBRITIKF RS, b, FAILAGRIKF
NEBWKP AGFHITOHT.
In the fraud cases we have encountered, many cases have specified that funds should be

transferred to a Hong Kong bank account. Here, we analyze the case by specifying that the
receiving account is a Hong Kong account.

BN E—REERRERITR IR, AERERITERMGERITLABGHICK. BRT,
B R NETEAEINERTWARSBEEEBE FREFOEEBEL&KE. BEITE
IEEBAMAYEIT, AESFEXIEXRTAL "FTREGER", REFERITKS. BT
FREIREEAEE A, REAREEBRINAEIKSE, ENRRENREFLER.

Foreign clients should contact their banks to terminate payments as soon as possible, and
instruct their banks to notify the receiving bank to cancel the remittance. At the same time,
foreign clients should entrust professional personnel including lawyers or through the Hong
Kong e-Report Center to report the case to the Hong Kong police. When necessary, they
can hire local lawyers in Hong Kong to obtain the "letters of no consent" from the police to
freeze the bank account. As the freezing period usually does not exceed six months, even if
the victim successfully freezes the account, they should quickly initiate civil litigation
procedures.

V. &iF
Conclusion
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In cross-border transactions, especially involving payments, thorough verification is crucial.
Businesses should regularly update their email systems and provide security training to
relevant personnel. If faced with email fraud, swift action is essential to prevent further loss

by immediate reporting and timely hiring of legal consultants experienced in recovery
methods through legal means.
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If you have any questions about this article, please contact us via:

BRI, HUTEKA

Erex Chen, Managing Partner
Tel: +86 21 68556511

Email: erexchen@mylinklaw.com

SKAREN, 72D

Doris Zhang, Attorney

Tel: +86 21 68556500

Email: doriszhang@mylinklaw.com

WEB: www.mylinklaw.com
ADD: Room 2005, Qianjiang Tower, No, 971 Dongfang Roa(%, Pudong New District, Shanghai


http://www.mylinklaw.com

