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Employee Email Monitoring is Legal in China?

ZEEEFER(MREER, MRABNERTHAEEME, XMMOEETFERSSIR?
We are frequently asked by the clients that if the company has the right to monitor the
employee’s corporate email account, and will it be legal in China?

BEEMERET(FRERNTANGE, SRENATMENER. QQ. MSN FRIFERTE
ERtEE, EHACERER A TEFNNIEE. XEFPEREENERNEENIIRER
AI N ABSRA Z [BIROF 22~

The monitoring of employee’s behavior during the working time by the employer, including
the monitoring of corporate email account, QQ, MSN etc, has become a controversial topic
worldwide, which relates to the balance of the interest between the employer’s right of
supervision over the employees and the personal privacy the employee enjoys.

BEMMA:
The Employer’s Opinion:

o RIFERNATHMERABMFHI—S, AFVSRNETATMF—HSHIATN
BT

The corporate email account is part of the company asset. So the company shall have
the right to supervise the use of the corporate email account;

o BEHRERTXIATIMFERICER, RETAIFSILER THECWEWWE (BIEEFR
B USER. BIRRERE) BT

Through monitoring the use of corporate email account, the employer is able to find and
prevent the employee from disclosing company confidential information(such as client’s
data, financial data, company resolution etc);

o BYRERTATMMENGER, KMITEER TAIsER ERMEFASEEIT;
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Through monitoring the use of corporate email account, the employer is able to
investigate the malpractice engaged by the employee;

o [HIERTHEEAEWHENESTIEAXNER, FJLMERR T TIFRERNRES.
The monitoring can prevent the employee from engaging in non work-related matters
so that the working efficiency can be improved.

ERAIMA:
The Employee’s Opinion:

MTERRR, EEhEEREERANSFNRETHREIER TRIENE BRFEFA,
$55 REEEARSFASHERAIIBR N inzE RBFEIER.

For employee, the big concern is the email monitoring infringes the right of freedom in
communication and the employee’s privacy, in particular the monitoring is conducted without
prior notice.

2013 &, I REBUTPRARER RS 7 —REXEETF AisicE REBFEIRISAIERG:, LL
BEREFEERATNEGEINTANBESER TSGR, BRARERS M, Fih
255ahhEr. —EM_EARFIRRIEG. FiES, ERERHINRMENZ—RIAEER
RERFEE, HERERRIEFHMFIMTHRIE T ERAIENE BN,

In 2013, the Foshan Intermediary Court in Guangdong heard a case relating to a labor
dispute where the employer terminated the labor contract with the employee due to violation
of company regulation. The ground in relation to violation of regulation is from the
employee’s emails monitored by the employer. The employee filed the labor arbitration and
then the case went through the arbitration, the first court instance and the second instance.
In this case, one of the defenses raised by the employee is that the employer monitored the
employee’s email without his consent and such behavior has infringed the employee’s right
of freedom in communication and privacy.

Hrp, —EARA S AR ERATHENEARNMR :
In this case, the court opinion by in the first instance and the second instance varies:

—EHEb SR RAMRHATTAEN. —EHERAIRTIAN, ARE=BENE/HINF], K
REEEFAEEEERRF, ATFFRERENEENR, ERSHERRIRT, fAB
MERERIBFIMHRIC T ERAVRA), MiELLESINEHERBAREIFIAESRRAFIEL
ENER

The court in the first instance supported the defense raised by the employee. In the court
judgment, the court concludes that people shall have the right of freedom in communication.
Without legal procedure, such right shall not be deprived. The employer is not granted with
any judicial power so any monitoring to the employee’s email without notice shall have
infringed the employee’s right. Accordingly, the evidence obtained shall not be used as
ground not in favor of the employee.
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P—mHR, AFRET DR, EX—EABRAERI_ LAERE, Q8EE T A8
X R TERNASMEFH TRERINF], “EEREZRFAIRT, FTEBHATGERRHME
HTAEHIEENEY, MEFIRNHEI TN AR EMERTRSRIMHRENER, M
MFHRTREFEER ATDMETEITHINAE.

Following the court judgment, the employer filed the appeal immediately and argued that it
shall have the right to monitor the staff’'s corporate email account. In the final court judgment,
the court did not recognize the illegality towards the employer’s monitoring of staff’'s email

but focused on the examination of the emails obtained by the employer and then determine
if any malpractice behavior exists.

Hilt, FATANEGAELLERE ES BRIV RREER AT AN £, ERUVEERIE
1815 B AR FAN AU SEPR A AR BESR IS B 250,

Therefore, we conclude that the change of the court opinion has indicated that the defense
of infringement of the right of freedom in communication and privacy by the employee has
actually not been supported by the court.

PR, XAAKRPEAEENER TIRIEREES R EL P A2 T HIrEE
RS, RIEFAINER, BATAAREEDRELATEERARLSFI TN AR S

However, this does not mean that the employer will not run any risk in future’s practice of

email monitoring. According to our experience, we suggest the following measures shall be
taken by the employer to make sure the legality and safety of such behavior:

1. ABEERENRER THIEERE, HEVETATNEREDE R T FMHHitRE
BEBRMEEINNE. —BRBERT, ZEFEEXLBEHENERINEEER REUTE
I=§

If the email monitoring is necessary for the employer, the company regulation or staff
handbook shall be made in respect to the use of corporate email account. Generally
speaking, such regulation shall at least cover the points below:

o EREATHEETARMTA—ERS

It shall be emphasized that corporate email account belonging to asset of the company

o ERENTNRENERT IR, REFINMERTHIABNEE, MEAXTIRIZE
BTARMFIETEFEXRIER

It shall be clarified that the corporate emails account will only be used for work purpose
and not for personal communication. Any personal and privacy information shall not be
sent or received through corporate email account;

® ANEIREAREFENATIMERITIRERINF,

The company reserves its right to monitor the corporate emails.
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2. (HIANEHEFRBHIIMHFARS, IFERTHELTH, KIENLTFTEREZENS
FHITRANEE, SFEBKEEMBEXANHERSIF AT FHANELIERTE ;

If any malpractice is found through the email monitoring, we suggest the company
investigate further and collect additional relevant evidences to support the decision made
by the company;

3. ReJggse HIUKIBE RIS A S EMFHET S R TRUBLCAIERTE,
It shall be avoided that the company makes any disciplinary decision only based on the
emails obtained through monitoring.

FNEEREFHNBRERAXPEZEIENNESHEE, FERFEIEEEESREK
HiX. MHFXBEMEE, TS TiRARKER:

This article is published solely for the interest of friends and clients and should not
be relied upon as the legal advice of any kind from us. If you have any questions
about this article, please contact us via:

Brefte, HUTEIKA

Erex Chen, Managing Partner
Tel: +86 21 68556511

Email: erexchen@mylinklaw.com
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