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How to Prevent the Disclosure of Trade Secret by the Employee?

A EREWERE HRSRFINXBERC—. A, BEHZEFHIE, Bl
ZHMENMASFERERATRSEWEONER, B, EEFHVWENR TRERIHE
THARREZEIRZREIHEZERRZ—.

Trade secret is one of the key factors which enable the company to keep competitive in the
market. However, due to the increased competition in the market, many companies are
concerned with the disclosure and improper use of trade secret, among which, the

disclosure of trade secret by the employee is one of the reasons leading to disclosure of
trade secret.

RTRERMETH, HpfMBEEIseeEnte—:
The disclosure of trade secret by the employee can be caused due to one of the following
reasons:

o HIRTZHSARUFAERFRANEMPIAISEMAERSHEIT;
the employee is induced by other competitive company leading to the disclosure of the
trade secret;

o RFHABMUXRTENREHE, [ALBREISARUFERFRANEMLEIFIILT
RERMEIT;
Due to the lack of complete company regulation for protecting confidentiality, the

employee works for other competitive company after he leaves the company and
discloses the trade secret;

o REARUGAE—ENRETE, RIBREEERRFRILNTE;
Regardless of company regulation for confidentiality, the employee discloses the trade
secret to competitive companies in bad faith after he leaves the company;

o HHRRTHIFENIEPERRAMATEWILE,

The employee makes use of the trade secret for his own business.
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REFEHETH, BE, REEWEERMERTREERSREN, MANERES. 1L
[ERAYF=E S RSB A ERIPRIF ERIR AN B IS EAME £ T ERARRIKER.

Despite of the disclosure of trade secrets, many companies may find themselves difficulty
to pursue against the employee for legal liability, which is usually caused due to the lack of
sense for protection of trade secret and the incompletion of company regulation.

A, EALFIFIERZESIER, FEEEMLESEE?

So when the regulation for confidentiality is planned, what shall be noted?

l. HHaRmivibE.

What is trade secret?

REEWSAESRTRGNERPOERESK, BE, RERNDMNER, RSXURESR
~AERESE, SEBUMENRENEEFERN.

Many companies will include the clause of confidentiality in the employment contract with
the employee. However, according to our observation, these clauses are very general which
may cause dispute over the definition and scope of trade secret.

RE, IR (RAIEZRFE) BN, BIEARARRATAIE. /IR NHREFF
m. BELAMHENFARRREZERIIRAGRNEEER.

Trade secret, according to the definition in the Law of Anti-unfair Competition, refers to
technology information and operation information which is not known to the public and

capable of bringing economic benefit to the holder, and has practical utility with measures
taken by the holder to keep confidential.

NEBILE, RUMETASS IEASEMSEEERAL, B

Therefore, trade secret consists of technology information and operation information.

BAEREEMNER. ’it. $WFLZ. FREh. $HEDiEE KEEReEMINERE
RES, BPRHE, WRER. FHRE, BRIEPITNERITBRES.

Technology information including programs, designs, manufacturing processing, product
formula, manufacturing method etc; Operation information including management know-how,
client list, goods resource intelligence, production and marketing strategy, base price of the
tender and content of bid document etc.

U EREFEEABUMERFIMEREER, N8RS 7 REENEIEISEERE,
EHER, ARETEREWVERSTERERRE N IR,

When the company defines the scope of confidential information for protection, it shall fully

understand the definition of trade secret by the law. That means, not all information relating
to the company can constitute trade secret by the law.
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Il. RZESHE

Confidentiality Agreement

BV RECRRERNRERERE, BDRINERIMEINHES — EEENPTRESH,
N FERNATSE:.

The conclusion of a confidentiality agreement is an important measure to protect confidential

information, which is also one of features to identify the trade secret. When concluding and
enforcing the confidentiality agreement, the followings shall be noted:

1. RERERNE
Definition of Confidential Information

RERERNE, EEREEVESNEERSR, WFENIFERNREERASEEH TR
=

The company shall define the scope of confidential information in accordance with the nature
of its business.

RENS—REREGIENAREHT, NEWREREFEARTAT R, WA S UEXTH,
NEESEENAE, NAREHE. BHEREW, aEENEEEENHEEHRHITRE,

If the company is a manufacturer or technology-oriented development company, it shall
particularly emphasize on the protection of technology information while a marketing-

oriented company or trading company shall emphasize on the protection of operation
information.

2 JSRR A RN BRI R IP fE e

Explicit measures shall be taken to protect confidential information

PRTYETREMY, EPRAEBXRI(IESEWMEN S, SEHASSEIMNER
pETERSRS, BN BENL IR ERLAERNREN, 6 W, EEamUmERIs Y
BN E RE 7, P EEREEREINNESIeRits, FEFEXR TREKEGEMRE
WHERICR, BIEXME, Eil—75 ErERRERKREERNRTRIEENS, &
—hHE, —BFHEEHME, SHTRERSIMEISEENIRNS.

Besides the conclusion of confidentiality agreement, during the course of delivering
documents containing confidential information to the employee, or access to the place or
system containing confidential information by the employee, the company shall mark the
nature of confidentiality of the information in an explicit way. For example, the company can
mark “confidentiality” on the first page of the document containing confidential information,
or add a lock to the carrier of confidential information. Meanwhile, a record of receipt of or
access to the confidential information by the employee shall be maintained. In doing so, the
company can remind the employee receiving the confidential information of the nature of
information received, on the other hand, once these information is disclosed, it will be easier
to define the scope of disclosed confidential information.
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3HEBNE
Penalty

EREDNT, TLUOENRTERRENSS, BIENERTEREESE 8FRT
R 237 (RO E.

In the confidentiality agreement, penalty can be agreed if the employee breaks the obligation
of confidentiality.

FEREMYPIREENISIMNE, RIELLBEmMNEIALE, FXL EFEUTNREER
[BRR -

However, it shall be note that under current practice in Shanghai, the penalty for breaking
the confidentiality obligation will actually apply to following situations:

® HINRTAKEFEERHMEIERAREXSITH, FELBRHASFHEOTRIME.
B2, MREWRIZERREN, EWATLARMSERRAERREZERR TIEE;

if the employee breaks the obligation of confidentiality during the term of labor contract,
penalty will not be supported by the court. However, if the company suffers actual loss,
the company can request for compensation against the employee;

® HWRTRETEEIRERIERRENSHITA, ALAESENIE. BETIFINESHIXY
Ft, BN I RTESHREZEA.

if the employee breaks the obligation of confidentiality after he leaves the company, the
penalty is acceptable to the court. However, we suggest a reasonable consideration
shall be paid to the employee for his confidentiality obligation.

LEREE X SSFITR AL BR T

Confidentiality and Non-competition

FAREIDN SREZMURE ZEREERR, XX, FRUOT:
Confidentiality agreement and non-competition agreement are inter-linked but two separate
legal concepts:

o RIRFIMNEERHRERENSHATIRTABRERSARMNFERFRANE
fERNRER, REMMNABHAFERIRFIRIRNE

The main purpose of a non-competition agreement is to restrict the employee with
confidentiality obligation to seek employment in a competitive company after he leaves
the company. However, confidentiality agreement itself does not contain any clause of
non-competition;

o RIEZAENE, RUMRSIMYAIRKERAGED 2 &, MREDN, JLUEERIKH
R, EZ=XHIR, BRREERIEERTIREAFAL;
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According to the law, the maximum term for non-competition is 2 years while the
obligation of confidentiality can be with indefinite term;

SERWIREMMHRTRFEVSREEAR, SEEARARMEMAERENSEZH
REF, MREMNIER T et I M ZRIR T,

Only management personnel, senior technology personnel and other employees with

confidentiality obligation can be requested to conclude non-competition agreement

while confidentiality agreement applies to any employee having access to confidential
information;

DAETLAS BIZ9E R R TiE/R F Al RE M SSFIRE X S5 < THIELE.
Penalty for breaking the obligation of non-competition and confidentiality can be agreed
separately;

FEVERBERT, BWATLASE—R T RREEREFFEIL RS,
If necessary, the company can conclude both confidentiality agreement and non-
competition agreement with same employee.

FYEEREFHBREREXPEZEAEMINSNER, FERFFRIEREERERK
Bl MENFXEEAME=E, BIAER:

This article is published solely for the interest of friends and clients and should not

be relied upon as the legal advice of any kind from us. If you have any questions
about this article, please contact us via:

Brefte, BFUTEIKA

Erex Chen, Managing Partner
Tel: +86 21 68556511

Email: erexchen@mylinklaw.com
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